Principles of Information Security, 4th Edition





            Syllabus

Cyber Security
General Course Information

Instructor: Thomas Russell
Phone: 719-495-1149, ext. 2056
E-mail: trussell@d49.org
Web site: www.urbanteach.org
Falcon High School, Information Technology wing
Prerequisites:

Textbook: Michael E. Whitman and Herbert J. Mattord, Principles of Information Security, 4th Edition. Course Technology, Cengage Learning, 2012, ISBN-13 978-1-111-13821-9.
Course Objectives

This course provides the foundation for understanding the key issues associated with protecting information assets, determining the levels of protection and response to security incidents, and designing a consistent, reasonable information security system, with appropriate intrusion detection and reporting features. The purpose of the course is to provide the student with an overview of the field of cybersecurity. Students will be exposed to the spectrum of security activities, methods, methodologies, and procedures. Coverage will include inspection and protection of information assets, detection of and reaction to threats to information assets, and examination of pre- and post-incident procedures, technical and managerial responses, and an overview of the information security planning and staffing functions. 

Specific topic coverage includes: 
· Introduction to Information Security
· The Need for Security
· Legal, Ethical, and Professional Issues in Information Security
· Risk Management
· Planning for Security
· Security Technology: Firewalls, VPNs, and Wireless 
· 
Security Technology: Intrusion Detection and Prevention Systems and Other Security Tools
· Cryptography
· Physical Security
· Implementing Information Security
· Security and Personnel
· Information Security Maintenance and eDiscovery
Web Site
Supplementary information for the course is available at [URL]. The Web site contains class notes, PowerPoint slides, class announcements, the course syllabus, test dates, and other information for the course. 
E-Mail

trussell@d49.org
All students are requested to obtain an e-mail account. If you have any questions about the course or need assistance, please contact me in person or by telephone during office hours; or by e-mail at any time. Also, you may submit the end-of-chapter case project assignments in class on the due date or by e-mail with a date stamp at or before 5:00 P.M. on the due date. E-mail submissions should be submitted as an attachment in Microsoft Word format. 

Grading and Evaluation Criteria
40% of the grade is based on a midterm and a final examination. Both examinations are cumulative and given in a varied format. An in-class review will be held prior to each examination.

20% of the grade is based on quizzes. Quizzes are announced one day in advance and may vary from three to five questions that may be in any format. 

40% of the grade is based on keeping a project notebook. Students are asked to obtain a small notebook to enter their answers and comments to the various homework exercises in the text.

14-Week Course Outline

	Week
	Topics
	Chapter

Readings
	Exams

	1
	Introduction to Information Security
	Chapter 1
	

	2
	The Need for Security
	Chapter 2
	

	3
	Legal, Ethical, and Professional Issues in Information Security
	Chapter 3
	

	4
	Risk Management
	Chapter 4
	

	5
	Planning for Security
	Chapter 5
	

	6
	Security Technology: Firewalls, VPNs, and Wireless
	Chapter 6
	

	7
	Review
	
	Mid-term Exam

	8
	Security Technology: Intrusion Detection and Prevention Systems and Other Security Tools
	Chapter 7
	

	9
	Cryptography
	Chapter 8
	

	10
	Physical Security
	Chapter 9
	

	11
	Implementing Information Security
	Chapter 10
	

	12
	Security and Personnel
	Chapter 11
	

	13
	Information Security Maintenance and eDiscovery
	Chapter 12
	

	14
	Review
	
	Final Exam


10-Week Course Outline

	Week
	Topics
	Chapter

Readings
	Exams

	1
	Introduction to Information Security
	Chapter 1
	

	2
	The Need for Security
	Chapter 2
	

	3
	Legal, Ethical, and Professional Issues in Information Security
	Chapter 3
	

	4
	Risk Management
	Chapter 4
	

	5
	Planning for Security
	Chapter 5
	Mid-term Exam

	6
	Security Technology: Firewalls, VPNs, and Wireless
	Chapter 6
	

	7
	Security Technology: Intrusion Detection and Prevention Systems and Other Security Tools
	Chapter 7
	

	8
	Cryptography
Physical Security
	Chapter 8
Chapter 9
	

	9
	Implementing Information Security
	Chapter 10
	


Information Security Maintenance and eDiscovery

	
	Chapter 11
Chapter 12
	Final Exam
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