
Hardware/Software Setup Required

WinHex 15-1 SR-8 (available at http://www.x-ways.net/winhex/ 

Problem Description

Slack space is the area of a disk cluster between the end of the file and the end of the cluster. If the size of a file is less than the cluster size, a full cluster is still assigned to that file. The remaining space remains unused and is called slack space.

Slack space can be used to hide information. When analyzing a disk, you should also review the information contained in a file slack space. For this exercise, you will use WinHex to analyze files on a flash drive. First, you will extract a copy of the boot sector. Next, you will select any file, find its slack space, and extract the information contained there.

Estimated completion time: 1 hour

Outcome

· A report of the steps you need to perform these tasks

· A copy of the boot sector

· A file with the information on a file’s slack space

Validation/Evaluation

· How big is the boot sector?

· What is the structure of a FAT boot sector?

· How can you extract the content of the slack space into a file?

Lab Solution
1. Download WinHex from http://www.x-ways.net/winhex/ and install it on your computer.

2. Connect a flash drive to your computer.

3. Start WinHex.


[image: image1]
4. Use the Open Disk button on the toolbar to begin examining your flash drive.


[image: image2]
5. On the next window, select the appropriate drive and click OK.
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6. Now, double-[image: image22.png]42 WinHex - [Slack Space.txt] BELANEX
2 Fle Edit Search Positon View Tools Specalst Options Window Help -8 x
LFEESEE B@biy | AR Y - B B PR @
Removable medium 1 Removable medum 1, Pation 1| Siack Space bt
R Offset | 0 1 2 3 4 5 6 7 8 9101112 13 14 15 ~ ——
00000000 | AE FE 53 4D E6 FF 93 C7 DA 7C 06 F2 72 0A F1 86 BpSMeyIGl| or &I Stack Space¢t
00000016 | BC 24 DE 77 C9 AS 3C CA FD 1F 99 CD 6B FO C7 55 ISbuE#<Ey IAKaGU CADocumerts and Settings\RafachDe
00000032 | 3B 29 93 F9 34 DS 6F 68 23 6B 64 IF 75 02 4F F2 ) ludOohtkd u Od a
00000048 | AD 27 9E DB CF E2 7D 29 6B 73 D7 C3 1B §9 Ci 4F ' 1214} )ksxE YAO 381 () 22 — 2
00000064 | 64 7F 32 8B 38 73 3E 7F 3A 9E BG 7D AL 4E OA ES dI218=>1:1,}IN & 1680 (=) 338 30208 bytes
00000080 | B3 E4 E3 FE 4 F8 FE 14 7B 16 7A 62 03 64 66 99 >aablob { zb dfl 3281 @) 1297350318
00000096 | OF 53 18 26 7D C1 8B 72 ES 45 B9 1E F4 28 84 E7 1S &}AITeE} a(ls DOS name: sucksT2TXT
00000112 | Bl 3B C8 23 E4 2E 7B 31 EB 3C E9 45 C9 IC 78 3D £:E#a.{18<¢EE
00000128 |ES OF A0 63 9h 2F 65 FD 62 91 F3 E4 25 F4 5F CE & il/eyb oa%a 1 Defaul Edt Mode
00000144 | 20 2F 28 60 76 E6 D1 23 A8 FF 5C 5D 4A DS EB AB /(" vall# §\1J06« B wEl
00000160 | 7& F2 11 7B FD 46 E8 98 87 18 4D 4C D5 24 EC 43 za {yFell HLD*iC Undolevet: 0
00000176 | OF AF 3F 58 C3 80 F5 C6 18 BS 83 AE 1B 34 7C SF | ?XKISE u1® 4]_ Undo reverses: na
00000192 | OE BD CC 8B 29 3B 9k 6A 33 7B AA OF C3 97 89 E4  XI1):133(:1K115
00000208 | 1D BA 77 8C A6 65 2B AC BS FC D6 64 16 64 AL D3 Sul|e+-piGd di0 Creation time: ov1272008
00000224 | C2 AC E2 7C B7 64 11 E6 13 62 OF 93 CC F1 3A C8 A-a|-d @ b IIN:E 193911
00000240 | CF 82 4F CD 27 17 31 EF 61 2B FD 6D 47 ED 51 97 II0A' 1ia+ynGiOl
00000256 | 02 3F 73 6F 3B F4 31 9E EB 1F 51 91 36 31 E7 FO 7so:6lle Q'6lch S GYRED
00000272 | FE CB DA FB 6C EC DB 98 2B 2F 00 77 7F 1a 3k 40 BEOGLEUI+/ vl (@ 2nesos
00000288 | 4D 16 EB CE 40 ED 50 16 6B C4 5C Bl EF BA E1 F4 M SIOHP kirtizas Atutes: A
00000304 | 86 OB 31 CB FE 1D C7 07 3A 29 SF 79 9E C4 EE FB I 1Ep G :)Iylkia Icons: 0
00000320 |91 37 17 F4 2B OE SE SF ES 48 D8 DO D6 87 F7 7D 7 &+ *_eHOBOI:}
00000336 | D7 DF 6B F3 DE 4E 2D 34 F8 EE 42 7B D6 6F 1B 16 xBSPN-:oiB{00 Mode: Tt
00000352 | FS E2 7D DF BE AD OD 66 89 F7 B6 SD B3 9B BE AE 2a}B» £1-11° 1% Craracter et ANSI ASCI
00000368 | AA F9 24 15 CC SF F8 74 Ad OD F1 58 31 70 9D 79 *ax I_oze EXiply Offets: decmal
00000384 | B2 B0 92 0D BE 3A 21 5B CD OB AB FE 4B FD FA 29 " »:![1 «bkyi) Bytes parpage 45016720
00000400 | FC 91 OF 96 1 34 44 4C EE Ce 82 F5 C8 3A 14 D6 ' I :DLiEISE: O e 3
00000416 | 1F EA CE 44 6D B2 7E 1C F0 73 36 A6 50 9B 23 90 &lDni~ &s (P o H
00000432 |61 C2 F7 14 F6 63 EC F7 32 86 88 F3 4C C6 1B 71 ak: 6ci:2116LE g
00000448 | SD 8A 38 33 DF 39 87 C8 C3 1A 1A 7E 8A 34 DF 8D 1183BSIEK ~14B1 Cipboard J——
00000464 |90 5B 9C 7F CL 3B 88 F3 4C C4 7C 34 DI CF 47 0D I[114; I6LA| 411G
00000480 | 6A 28 2D 6A 77 7A CD 2E 37 E2 7C 1E E6 5B D3 1E 3(-jwzh.7a| [0 TEW folder. 21GBfree
00000496 | DO 24 73 17 74 23 35 34 9E ED 00 CD 4C 9C DB 48 DSs t#5:1i ILIT OCUME™T\Rafae\LOCALS™T\Temp
00000512 |37 9E 6D 05 9D A8 3D 09 ED E1 1a 1D 73 AF BB 26 7In 1= i& s wk
00000528 | BB FF OE A8 A7 89 G6F 57 ES 45 DE ED 6A BF C SF Iy “SIOVAEPSIIE
00000544 | DE C4 5C 60 56 07 1F 38 23 32 FO 83 32 OE AB ES DAN'V 825121
00000560 | DS 54 9D 35 BE 2C 52 40 6E 3F 88 FS 08 D§ FE B DTIS% REn?I5 Ont
00000576 | 9E C5 74 OD OF E7 53 D2 AF 20 77 55 BS 7F 05 E6 Iz 550 wiyl =
00000592 | 40 F2 BF C7 BE 93 F4 AF 6C 6F AB BF 56 C3 88 76 0aLG%I& Ll«eVEly
00000608 | 29 ED 63 OF 23 FF 80 1F 7B C3 0C E8 FC 1E 73 EA )ac #y1 {K 2u =&
00000624 | 4B 7D 23 8B 99 C5 1E 64 61 95 99 EB 6D AC 45 62 K)#114 dallen-Eb
00000640 | CA 9E 37 OD 75 D7 80 BE 3B 6C 73 41 2F 39 OC F9 EI7 wxl%: 14’9 4
00000656 | 86 14 92 FF A9 C5 CD 98 E7 53 F4 F4 GF 34 ES BB | 'yOAMIGS0014ds
00000672 | 68 D8 B3 1C F4 C7 E3 50 47 1B ES B7 C6 B9 03 3D h0’ 6GelG & &' =
00000688 | D4 61 DS F& 17 24 FD DS DS 03 35 FB 39 E7 28 B7 Oala 5300 5a9g(
00000704 | 35 93 7B 3E FF 09 27 38 BF B8 47 39 3B EE D2 81 SI1{>y '8£,69:101 [,
Page 10f £2 Offet [ - 174 | Bock n/a | S na




click Start sectors to analyze the partition boot sector and extract a copy.
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7. Use the Internet to read more about the boot record for a F[image: image23.png]“2 WinHex - [Removable medium 1, Partition 1]

&l Edt Search Postion Vew Took Specplst Optons Window tep

BELANEX
5 x

El=-3 BR@0E | ALK - B e SHe@EL  HAPOE | &
Removable medum 1| Removable medium 1. Partion 1
N \GKnoppigemu 13es, 22,
= Name B[Sz [Geated Modfed Acoessed Atr_[ st sector
{21 License KB 03/29/2008 09:37:2208/24/2007 18:31:12 03/29/2008 A 2088 a
[ Jkeymaps 320 KB 03/29/2008 09:37:19 09/18/2007 07:44:10 03/29/2008 A 6% 8Bt (2): 41
[0 voabios bin bn 37.0KB 03/29/2008 09:37:24 02/07/2007 14:28:28 12/29/2008 A am 168 (221575
| ] vgabios-cimus bin bin 345 KB 03/29/2008 09:37:24 02/07/2007 14:28:28 01/12/2009 A 3664 32 Bt (=) 1252677079,
Dsaal a 475 KB 03/25/2008 093826 (3/06/2007 233418 12/29/2008 A s
[ cemucee = 13MB 03/29/2008 053818 13/06/2007 23:32.8201/12/2008 A sz
[ cemuing e = 213KB 0329/2008 093817 02/07/2007 142628 01/12/2009 A s
[ peerteri9n o 20KB 032972008 053724 06/01/2007 140136 0329/2008 A w0
[rmcponetin o 20KB 032972008 05:3726 06/01/2007 140136 0329/2008 A
[ oxene poibin o 20KB 032972008 05:3726 06/01/2007 140136 0329/2008 A um
|3 Persistenceimg img 217 MB 03/29/2008 03:3724 12/29/2008 18:4316 12/29/2008 A 3w
(S busb0al a 415KB 03/25/2008 03:3826 02/07/2007 142628 03/29/2008 A sm
Jkcemuere e 179 KB 03/29/2008 093817 03/23/2007 14172801/12/2009 A e
(Qimodal a 169 KB 03/28/2008 09:36:25 02/07/2007 142828 12/29/2008 A s
(S biosbin bin 128 KB 03/28/2008 09:37.23 02/07/2007 142828 01/12/2009 A w6
Offsst | 0 1 2 3 4 5 6 7 8 9101112 13 14 15 &) ——
0001341216 F1 E5 55 DB 56 82 2B CO 54 77 BF FA 75 B7 C9 1F  RAUOVI+ATwidu E Removable medum 1, P, 28% free
0001941232 C6 07 A5 21 7C 54 35 9E AE 07 SB 8D 2C AE 93 GE & #!|T51® [1 Fie system: FATI6
0001941248 EA 91 E6 6F 1C 1E 94 EE 01 4A B3 66 0D 34 24 OF &'el 13 JIf
0001941264 B6 §1 C7 95 53 4E 2D 61 BF OF CF E2 43 57 6E 55 90GISN-a¢ I&CHAU Defauk i Mode
0001941280 SE 2D 3C A6 DC CB 7E A7 74 E4 5D 91 DD AC 6F 05 “—cjliE™Sta] f-o State: orgnal
0001941236 9F AS FA 85 60 7A 7C 7F 0D 5C 76 27 DA 17 78 E3 | I¥il'z|1 \v'l x&
0001941312 OF 98 DF 22 63 D4 25 3E 5A A3 35 16 FG F6 6E E6 1B'cO%ZE5 obne (o 0
0001941328 1E 59 54 33 ES A7 EL 0D EA 7B 20 5D 69 2E DC 91 VT3aSa &{ 1i.U° e ©a
0001941344 7D AD AB D6 E3 85 43 19 2F 1C C9 92 97 6C C7 4C } «OAIC / E'1IGL
0001941360 BE 3A 66 DC E2 70 3D 17 6C 99 12 BA 78 16 63 B7 %:filap= 11 %x o R e
0001941376 6B 3F D2 91 03 86 EB EA DF 1C 9C 96 91 BS 0D CL k?0° 1288 11°y & Clster o 52
0001941392 96 EB 45 2E B BS 91 DA 63 6B 63 71 6B 46 4A 27 1SE. %" lckeakFd' vaabios cimus bin
0001341408 2D 3E 34 DF EE 99 E1 26 9D BF 5 F9 1A 59 8A 21 —>4Bi1A(1¢Zu Y11 \GKnopporigemu\.
0001941424 5D FB 98 1C 2D 4D AF 53 E7 63 5 29 7C 43 2E 78 14l N S5c7)[C.x
0001941440 FO 2B FL EA 72 EO 6F 91 35 96 C7 DS OE 64 24 8B &+fiéran S1C0 dsl e D
0001341456 2D 3E 7F 87 FC 38 35 C4 6F 1C CE 51 99 DA 37 78 —>11uSko 10107x PhysicalsectorNo. 323
0001341472 51 C5 E2 DC 93 01 43 B3 58 CB 61 GF EA E1 86 C3 QAalll C'XEal2a1k LogealsectorNo 791
0001941488 75 17 7D 55 47 64 86 DS F7 13 5D A3 93 36 16 D7 u }UGiI0: J£16 x
0001941504 55 AA 4 ES ED 00 50 6C 65 78 38 36 2F 42 6F 63 U2Jéi Plex8b/Boc Used space: 14GB
0001941520 68 73 20 56 47 41 42 69 6F 73 20 00 00 00 49 42 hs VGABios 1B 1491337216 bytes.
0001941536 4D 00 63 75 72 72 65 6E 74 2D 63 76 73 20 31 34 M curremt-cvs 14 [R— 0568
0001941552 20 4A 75 6E 20 32 30 30 36 DA 0D 00 28 43 29 20 Jun 2006 (C) 571,965 440 bytes
0001941565 32 30 30 33 20 74 68 65 20 4C 47 50 4C 20 56 47 2003 the LGPL VG
Total capacty: 1968
Sector 3791 of 4030432 Offet 1941503 =215 | Block: 1911296 - 1941503 | Size: 0208




AT partition and explain the structure of the boot record.

8. Now, create a table with the structure of the boot record you wrote in the previous step and fill it with the corresponding information[image: image24.png]Begining
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[image: image25.png]“2 WinHex - [Removable medium 1, Partition 1]
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BELANEX
5 x

ki LY - B - SHcEL  KArOE | @
Remevable medium 1] Remavable medu 1. Parton 1
\QKnoppix\gemu 13files, 2 dir.
Name. Be S [Ceded Modfed Aoosssed A Ts sector
[Elosnse KE 03/25/2008 09:37:22.09/24/2007 183112 03/29/2008 A am [x]
[ lkeymaps 320 KB 03/29/2008 03:37:19 09/18/2007 07:44:10 13/29/2008 A s 56 () 41
|) vaabios bin bin 37.0KB 03/29/2008 09:37:24 02/07/2007 14:26:28 12/29/2008 A a2 168t (2): 21875
| vosbios amus i bn 345KB 03/29/2008 09:37:24 02/07/2007 14:26:28 01/12/2009 A 288 (2): 1252677075
Dsaar a 475 KB 03/29/2008 03:3826 U/06/2007 233418 12/25/2008 A 1
Deemise e 13 03/25/2008 093818 03/06/2007 233242 01/12/2008 A sz
[ cemuing e e 213KB 03/25/2008 053817 02/07/2007 142828 01/12/2008 A s
(Y pee 181395in bin 320K8 03/29/2008 093724 06/01/2007 16:0136 03/29/2008 A w0
[rmcponetin bin 320K8 03/29/2008 093724 06/01/2007 140136 13/29/2008 A
[ oxene poibin bin 320K8 03/29/2008 093724 06/01/2007 140136 03/29/2008 A um
|3 Persitenceing ing 217 MB 03/29/2008 03:3724 12/29/208 18:4316 12/29/2008 A s
Jibuss0al a 415K8 03/29/2008 05:36:26 02/07/2007 14:26:28 03/29/2008 A 1su%
kaemuere e 179K 03/29/2008 0938:17 08/23/2007 141728 01/12/2008 A 1R
| Dimodal a 159K 03/29/2008 093825 02/07/2007 142828 12/29/2008 P
| Jbiesbin bn 128 KB 03/29/2008 09:37:23 02/07/2007 142828 01/12/2008 A w6

Offsst | 0 1 2 3 4 5 & 7 8 9101112131415 = —
0001941456 2D 3E 7F 87 FC 38 35 C4 6F 1C CE 51 99 DA 37 78 —>11u8Sko 101075 Removable medum 1, Parf, 38% roe
0001341472 §1 CS E2 DC 93 01 43 B3 58 C8 €1 GF EA E1 86 C3 OQAaUl C'XBareatd o FATIE
0001941488 75 17 7D 5 47 6A 86 DS F7 13 SD 43 93 36 16 D7 u JUGHI0= Jete B
0001541504 S5 &A 4h E3 ED 00 50 6C 65 78 38 36 2F 42 6F 63 U3Jéi Plewdé/Boc e
0001341520 68 73 20 §6 47 41 42 65 6F 73 20 00 00 00 49 42 hs VGABios  IB St otginal
0001941536 4D 00 63 75 72 72 65 6E 74 2D 63 76 73 20 31 34 M curvent—cus 14
0001941552 20 44 75 6E 20 32 30 30 36 04 0D 00 28 43 25 20 Jun 2006 (C) ol 0
0001941568 32 30 30 33 20 74 68 65 20 4C 47 50 4C 20 56 47 2003 the LGPL VG oG e
0001341584 41 42 69 6F 73 20 64 €5 76 65 6C 6F 70 §5 72 73 ABims developers
0001941600 20 54 65 61 6D OA 0D 00 54 68 69 73 20 56 47 41  Team This VGA (TR ETEIEIECETE
0001941616 2F 56 42 45 20 42 69 6F 73 20 €3 73 20 72 €5 6C /VEE Bios is xel Cluster No. P
0001941632 65 61 73 65 64 20 75 GE 64 65 72 20 74 68 65 20 eased under the vgabios smusbin
0001941645 47 4E S5 20 4C 47 50 4C 0A OD 0A OD 00 S0 6C 65 GNU IGPL  Ple \QHroppiqemu
0001941664 61 73 65 20 76 69 73 63 74 20 3A DA 0D 20 2E 20 ase visit
0001941680 68 74 74 70 34 2F 2F 62 6F 63 68 73 2E 73 6F 75 http://bochs. sou STz S
0001941636 72 63 65 66 €F 72 67 65 2E 6E 65 74 04 0D 20 2E rosforge.net Physica ectorNo. a2
0001941712 20 68 74 74 70 34 2F 2F 77 77 77 2E 6E F 6E 67 http://wwv.nong Logical secor o 7
0001341728 6E 75 2E 6F 72 67 2F 76 67 61 62 69 6F 73 0A 0D nu.org/vaabios
0001941744 04 0D 00 EB 57 34 E3 B3 34 E8 ED 84 1E 31 CO 8 aVae’dext 141 Used space: 1468
0001941760 DE B8 1D 01 A3 40 00 BE 00 CO A3 42 00 1F E8 EF ©, @ , htB_2i 1491337 216 bytes
0001941776 34 BS 03 00 CD 10 E8 EB 34 E8 CB 8A CB 9C 80 FC 4, 1 es4sEifnnu F— 0sc
0001941792 OF 75 06 E8 90 60 E9 BC 00 80 FC 1A 75 06 E8 B2 u &1'&k €ii u &* £ 571,965,440 bytes
0001941808 6B ES BL 00 80 EC OB 75 06 E8 FB 57 E9 A6 00 3D ke Ii u eale] =

Totel capaciy: 1968

Sector 3791 of 4030432 Ofset. 1941503 =215 | Bock: wa | e wa




 extracted from the actual boot record found by WinHex.


[image: image6]
9. Close the tab.

10. Now, double-click Partition 1 to analyze the slack space of a file.


[image: image7]
11. Select a file from this new tab and take a moment to analyze the information presented about the file, including the following:

a. File name

b. File extension

c. Si[image: image26.png]Go To Sector

@ Logeat  Sector (3732
luster. |59

Physical Cylinder/Track:
Hezd/5ide

Gector |




ze

d. Creation date

e. Last modification date

f. Last access date

g. Attributes

h. First sector number

i. (First) Cluster number

j. Physical sector number

k. Logical sector number


[image: image8]
12. To see the list of clusters used by this file, right-click the file, then select Position->List Clusters. The list of clusters will appear on a pop-up window. 
[image: image9]
13. Recall that the slack space is the space between the end of[image: image27.png]“2 WinHex - [Removable medium 1, Partition 1]
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5 x

El=-3 BR@0E | ALK - B e SHe@EL  HAPOE | &
Removable medum 1| Removable medium 1. Partion 1
N \GKnoppigemu 13es, 22,
Name B[Sz [Geated Modfed Acoessed Atr_[ st sector
{21 License KB 03/29/2008 09:37:2208/24/2007 18:31:12 03/29/2008 A 2088 a
[ Jkeymaps 320 KB 03/29/2008 09:37:19 09/18/2007 07:44:10 03/29/2008 A 6% 8Bt (2): 82
[0 voabios bin bn 37.0KB 03/29/2008 09:37:24 02/07/2007 14:28:28 12/29/2008 A am 1681 () 338
|0 vosbios cimus bin bin 345KB 03/29/2008 093724 02/07/2007 142828 01/12/2009 A et 328k (=) 1297350318
Dsaal a 475 KB 03/25/2008 093826 (3/06/2007 233418 12/29/2008 A s
[ cemucee = 13MB 03/29/2008 053818 13/06/2007 23:32.8201/12/2008 A sz
[ cemuing e = 213KB 0329/2008 093817 02/07/2007 142628 01/12/2009 A s
[ peerteri9n o 20KB 032972008 053724 06/01/2007 140136 0329/2008 A w0
[rmcponetin o 20KB 032972008 05:3726 06/01/2007 140136 0329/2008 A
[ oxene poibin o 20KB 032972008 05:3726 06/01/2007 140136 0329/2008 A um
|3 Persistenceimg img 217 MB 03/29/2008 03:3724 12/29/2008 18:4316 12/29/2008 A 3w
(S busb0al a 415KB 03/25/2008 03:3826 02/07/2007 142628 03/29/2008 A sm
Jkcemuere e 179 KB 03/29/2008 093817 03/23/2007 14172801/12/2009 A e
(Qimodal a 169 KB 03/28/2008 09:36:25 02/07/2007 142828 12/29/2008 A s
(S biosbin bin 128 KB 03/28/2008 09:37.23 02/07/2007 142828 01/12/2009 A w6
Offset | 0 1 2 3 4 5 6 7 8 9101112 13 14 15 &) ——
0001911216 87 67 87 67 87 67 87 67 87 67 87 67 87 76 67 61 Iglalglalglglvaa Removable medum 1. Patt, 22% fee
0001911232 62 63 GF 73 20 65 6E 64 73 20 68 65 72 65 00 CB | bios ends here £ e FATIE
0001311245 00 00 00 0O 0D 00 00 00 00 0O 00 00 00 00 00 00
0001311264 00 D0 00 00 0D 00 00 00 00 0O 00 00 0D 00 00 00 Defauk i Mode
0001311280 00 00 00 00 0D 00 D0 00 00 00 00 00 0D 00 00 CB i State: orgnal
0001911296 AE FE 53 4D E6 FF 93 C7 DA 7C 06 F2 72 0& F1 86 [EbSMayicl| or &1
0001911312 8C 24 DE 77 C9 A5 3C CA FD 1F 99 CO 6B FO C7 55 KsbwE¥<Ey 1Akscl s v
0001911326 3B 29 93 F9 34 DS 6F 68 23 6B 64 1F 75 02 4F F2 ) luaOchikd u 08 e i
0001911344 AD 27 9E D8 CF E2 7D 29 6B 73 D7 C9 1B 59 C4 4F —' IDTa})ksxE 74O
0001911360 64 7F 32 8B 38 73 3E 7F 34 9E BS 7D AL 4E 0A E8 dI2I8s>1:1,}iN & (T R T
0001911376 B3 E4 E3 FE 4k F8 FE 14 7B 16 7A 62 03 64 66 99 >aablob { zb dfl Clster o 52
0001911392 9F 53 18 26 7D C1 8B 72 E8 45 B9 1E F4 28 84 E7 1S &YAITSE! o(Ig vaabios cimus bin
0001911405 B1 3B C 23 E4 2E 7B 31 EB 3C E9 45 C9 1C 78 3D +:E#s. {18<SEE = \QKnoppigemu\
0001911424 E3 OF A0 69 9% 2F 65 FD 62 91 F3 E4 25 F4 SF CE & il/eyb odsd 1
0001911440 20 2F 28 60 76 E6 DI 23 A8 FF 5C SD 4k D8 EB B /(" vall# §\1J08c e A
0001911456 74 F2 11 7B FD 46 E8 98 87 18 4D 4C D 24 EC 43 z& {yFell HLO®iC PhysicalsectorNo. 785
0001911472 9F AF 3F 58 C3 80 FS C6 18 BS 83 AE 1B 34 7C 5F I 7XKI3E p1® 4|_ LogealsectorNo 73
0001911485 OE ED CC 8B 23 3B 9A 6h 33 7B Ak OF C3 97 89 E4  XI1):133(1KIIa
0001911504 1D BA 77 BC A6 65 2B AC BS FC Db 64 16 64 AL D3| 2ul|e+-piidd di0 Used space: 14GB
0001911520 C2 AC E2 7C B7 64 11 E6 13 62 OF 99 CC F1 3A C8 A-a| d = b IIR:E 1491337216 bytes.
0001911536 CF 82 4F CO 27 17 31 EF 61 2B FD 6D 47 ED 51 97 II0A' 1ia+ynGiOl P o
0001911552 02 3F 73 6F 3B F4 31 9E E8 IF 51 91 36 31 E7 F0| ?s0.8112 Q'6lod & ST
0001911565 FE CB D FB 6C BC DB 98 2B 2F 00 77 7F 1A 3A 40 bEDALM0I+/ vl '@
Total capacty: 1968
‘Sector 3733 f 4030432 Offet 191129 =174 Block: n/a | S na
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[image: image29.png]“2 WinHex - [Removable medium 1, Partition 1]
o Fie [EBE] Search Poston View Tods Specalst Optons Windon e
@ M 5 LY - B - SHcEL  KArOE | @
Removable medum 1] Removable medum 1. Parion 1
Copy Sector > \QKnoppix\gemu 13files, 2 dir.
Fle & Cipoara D 4 Name & Thocessed At Tistsecir
Paste Zem Bes [Ellicense 183112 03/29/2008 A e ]
— [~ lkemeps 320 KB 03/29/2008 03:37:19 09/18/2007 07:44:10 13/29/2008 A s 88k (3-82
— N"'"’L‘ Cron |) vaabios bin bin 37.0 KB 03/29/2008 09:37:24 02/07/2007 14:28:2812/29/2008 A a2 16Bit (2)-338
elect Al | vaabios-cimus bin bin 345KB 03/29/2008 09:37:24 012/07/2007 14:28:28 01/12/2009 A 364 32t (#): 1297350318
Dsaar a 475 KB 03/29/2008 03:3826 U/06/2007 233418 12/25/2008 A 1
Deemise e 13 03/25/2008 093818 03/06/2007 233242 01/12/2008 A e
00 Modfy Data.. QT [ gemuing e = 213K 03/29/2008 093817 (/0772007 142828 011272008 A 107
il Dik Sectors... el Dpetaizssn b T20KB 03/29/2008 033724 06/01/2007 140136 (3/29/2008 A B0
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v Total capaciy: 1568
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 a file and the end of the cluster. So, you need the size of the file in bytes to know where the slack space begins. You already have this information through WinHex. Note: You might need to convert the size presented by WinHex to bytes. Remember that a KB is 1024 bytes, a MB is 1024 Kbytes, etc. For example, 34.5 KB is equivalent to 34.5 x 1024 = 35328 bytes.
14. Now, click the Offset button at the bottom of the window.


[image: image10]
15. Enter the size of the file in bytes as the “New position” on the next window. Also, select “current position” and click OK.
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16. The cursor marks the beginning[image: image30.png]Go To Offset
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 of the slack space.
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17. Next, you will extract the content of the slack space to a new file. First, you need to create a copying block. Clic[image: image31.png]“2 WinHex - [Removable medium 1, Partition 1]
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0001876080 2F 56 42 45 20 42 69 6F 73 20 69 73 20 72 65 6C /VEE Bios is rel oG e
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0001876128 61 73 65 20 76 69 73 63 74 20 3A DA 0D 20 2E 20 ase visit Cluster No. 5
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k Edit->Define block.
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18. On the next window, use current position as the value for the “Beginning” field and click OK.
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19. Now we need to go to the beginning of the next cluster. Determine your current cluster[image: image33.png]“2 WinHex - [Removable medium 1, Partition 1]
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 number and add one to it.
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20. Then, click the Sector button at the bottom of the window.
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21. Write the desired cluster on the “Cluster” field on the next window, and click OK.
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nning of the next cluster; however, you need to go one character to the left, to the end of the previous cluster.
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23. Now select again Edit->Define block and use the current position as the va[image: image35.png]WinHex - [Start sectors]
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lue for the “End” field. Click OK.
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24. The selected block will be highlighted.
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25. Now select Edit->Copy Block->Into New File, or press Ctrl+Shift+N. Write the name of the file, and click Save.

26. WinHex will save the content of the marked block (slack space) to the file and automatically display it on a new tab.
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27. You can use this file later for further analysis.

28. Close the application.

Structure and content of a FAT boot sector
The first sector (512 bytes) of a FAT filesystem is the boot sector and contains the following fields:

	Bytes
	Description
	Hex value extracted from the file

	0-2
	Jump to bootstrap
	FA BE 00

	3-10
	OEM name/version
	7C BF 00 7A B9 00 01 FC

	11-12*
	Number of bytes per sector
	0E 1F

	13
	Number of sectors per cluster
	0E

	14-15
	Number of reserved sectors
	07 F3

	16
	Number of FAT copies
	A5

	17-18
	Number of root directory entries
	EA 16

	19-20
	Total number of sectors in the filesystem
	7A 00

	21
	Media descriptor type
	00

	22-23
	Number of sectors per FAT
	BB BE

	24-25
	Number of sectors per track
	7B 33

	26-27
	Number of heads
	C9 80

	28-31
	Number of hidden sectors
	3F 80 75 06

	32-35
	Total number of sectors in the filesystem (in case the total was not given in bytes 19-20)
	FE C5 8B F3

	36
	Logical Drive Number (for use with INT 13, e.g. 0 or 0x80)
	EB

	37
	Reserved
	07

	38
	Extended signature. Indicates that the three following fields are present.
	80

	39-42
	Serial number of partition
	3F 00 75 02

	43-53
	Volume label or "NO NAME    "
	FE C1 83 C3 10 81 FB FE 7B 72 E5

	54-61
	Filesystem type (E.g. "FAT12   ", "FAT16   ", "FAT     ", or all zero.)
	83 F9 04 74 0B 81 F9 03

	62-509
	Bootstrap
	

	510-511
	Signature 55 AA
	55 AA


* BIOS Parameter Block starts here.

Quoted from an article posted September 20, 2002 at http://www.win.tue.nl/~aeb/linux/fs/fat/fat-1.html written by Andries Brouwer titled The FAT filesystem.


















Boot record.









































Beginning of slack space.





























Beginning of next cluster.





Desired position.
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